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Advanced Tools and Techniques - Wireshark =

Check Point Next Generation Security Gateway Solution =
FortiGate Next-Generation Firewall =

Nmap Security Scanning =

Vulnerability Management with Nessus =

GNSlab =
Incident Response Lab =
VPN Lab =

Kali Linux - Wireless Attacks =
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40 LPI Linux Essentials
15 Threats, Attacks, and Vulnerabilities
15 Secure Code Design and Implementation
15 Cryptography Design and Implementation
5 Identity and Access Management Design and Implementation
10 Physical Security Design and Implementation
20 Cloud Security Design and Implementation
15 Endpoint Security Design and Implementation
35 Network Security Design and Implementation
15 Operations and Incident Response
15 Governance, Risk and Compliance
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(X"w 40) LPI Linux Essentials

The Shell - Linux Command Line
D'¥27 71N

Archive and Compression
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Package Management Systems
Process Management

Shell Scripts

TCP-IP Network Management

(X"w 15) Threats, Attacks, and Vulnerabilities

Malware e

Understanding Attackers e

Threat Intelligence o

Social Engineering Attacks e
Common Attacks e

Understanding Vulnerability Types e
Vulnerability Scanning e
Penetration Testing and Exercises e

(X"w 15) Secure Code Design and Implementation

Software Development Lifecycle e
Software Quality Assurance e
Application Attacks e

Secure Coding Practices e
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(X"w 15) Secure Code Design and Implementation

Encryption

Symmetric Cryptography
Asymmetric Cryptography
Key Management

Public Key Infrastructure
Cryptanalytic Attacks
Cryptographic Applications

(R"w 5) Identity and Access Management Design and Implementation

Identification e
Authentication e
Authorization Account Management e

(R"w 10) Physical Security Design and Implementation

Data Center protection
Hardware and Data Security
Business Continuity
Disaster Recovery

(X"w 20) Cloud Security Design and Implementation

Cloud Computing
Virtualization

Cloud Reference Architecture
Cloud Security Controls
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(R"w 15) Endpoint Security Design and Implementation

Host Security e

Hardware Security e

Configuration Management Embedded Systems Security e
Scripting and Working at the Command Line e

(X" 35) Network Security Design and Implementation

TCP/IP Networking e

Secure Network Design e
Network Security Devices e
Network Security Techniques e
Transport Encryption e
Wireless Networking e
Network Attacks e

Mobile Device Security e
Network Tools e

(X" 15) Operations and Incident Response

Incident Response Programs e
Attack Frameworks e

Incident Investigation e
Forensic Techniques e

("2 15) Governance, Risk and Compliance

Risk Analysis e

Risk Management e

Supply Chain Risk e

Security Policies e

Privacy and Compliance e

Privacy and Enhancing Technologies e
Security Awareness and Training e



